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Remarks 

Claims 1-25 are pending. 

Claim Objections 

1. Claims 10, 12, and 21 are objected to because of the following informalities: 

- In Claim 10, lines 17-18, "central processing unit with first scrambling pattern" 
should apparently read "central processing unit with a first scrambling 
pattern". 

- In Claim 10, lines 22-23, "descrambled with first scrambling pattern" should 
apparently read "descrambled with said first scrambling pattern". 

- In Claim 12, line 5, "touched from outside" should apparently read "touched 
from the outside". 

- In Claim 21, lines 19-20, "the internal circuit of said central processing unit" 
should apparently read "the internal logic circuit of said central processing 
unit". 

Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 
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2. Claims 1, 2, and 20 are rejected under 35 U.S.C. 102(b) as being anticipated by 

Shinji (Japanese Patent Application Publication 63-223850). 
Regarding Claim 1, 

Shinji discloses a production method for an electronic apparatus 
comprising a board having a separable region, the board being mounted 
with a CPU, an electronically alterable nonvolatile storage device, and a 
connector mounted on the region, wherein when the region is separated, 
data cannot be written to the storage device by directly controlling an 
internal circuit of the CPU, the production method comprising (Figure 1 
and Abstract): 

A writing step of writing data to the storage device by connecting an 
external apparatus to the connector and by directly controlling an internal 
logic circuit of the CPU (Abstract); and 

A separating step of separating the region after the writing step 
(Abstract). 
Regarding Claim 2, 

Shinji discloses that the CPU is sealed in such a manner that, when 
mounted on the board, terminals of the CPU cannot be touched from 
outside (Figure 1). 
Regarding Claim 20, 

Shinji discloses an electronic apparatus comprising a board having 
a separable region, the board being mounted with a CPU, an electrically 
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alterable nonvolatile storage device, and a connector mounted on the 
region (Figure 1 and Abstract), wherein: 

When the region is not separated yet, data can be written to the 
storage device by connecting an external apparatus to the connector and 
directly controlling an internal logic circuit of the CPU (Abstract), and 

When the region is separated, data cannot be written to the storage 
device by controlling the CPU (Abstract). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 4, 5, and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Shinji in view of Shinobu (Japanese Application Publication 64-025354). 

Regarding Claim 4, 

Shinji discloses a production method for an electronic apparatus 

comprising a board having a separable region, the board being mounted 

with a CPU, an electrically alterable nonvolatile storage device, and a 

connector (Figure 1 and Abstract), the production method comprising: 
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A writing step of writing data to the storage device by connecting an 
external apparatus to the connector and by directly controlling an internal 
logic circuit of the CPU (Abstract); and 

A separating step of separating the region after the writing step 
(Abstract); 

But does not disclose a relaying device for connecting at least one 
terminal of the connector to at least one terminal of the CPU and detection 
device for detecting whether the region is separated or not. 

Shinobu, however, discloses a relaying device for connecting at 
least one terminal of the connector to at least one terminal of the CPU, 
and a detection device for detecting whether the region is separated or 
not, wherein when the region is separated, the relaying device, based on 
an output signal from the detection device, disconnects at least one 
connecting line connecting the terminal of the connector to the terminal of 
the CPU so that data cannot be written to the storage device by directly 
controlling an internal circuit of the CPU (Figure and Abstract). It would 
have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the disk device of Shinobu into the 
access protecting IC card of Shinji in order to prevent incorrectly 
enciphered data from being written to the IC card. 
Regarding Claim 5, 
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Shinji discloses that all of the components (except for input/output) 
are sealed in such a manner that, when mounted on the board, the 
terminals cannot be touched from the outside (Figure 1). 
Regarding Claim 21, 

Shinji discloses an electronic apparatus comprising a board having 
a separable region, the board being mounted with a CPU, an electrically 
alterable nonvolatile storage device, and a connector (Figure 1 and 
Abstract), wherein: 

When the region is not separated yet, data can be written to the 
storage device by connecting an external apparatus to the connector and 
directly controlling an internal logic of the CPU (Abstract); 

But does not disclose a relaying device for connecting at least one 
terminal of the connector to at least one terminal of the CPU and a 
detection device for detecting whether the region is separated or not. 

Shinobu, however, discloses a relaying device for connecting at 
least one terminal of the connector to at least one terminal of the CPU, 
and a detection device for detecting whether the region is separated or 
not, wherein when the region is separated, the relaying device, based on 
an output signal from the detection device, disconnects at least one 
connecting line connecting the terminal of the connector to the terminal of 
the CPU so that data cannot be written to the storage device by directly 
controlling the internal logic of the CPU (Figure and Abstract). It would 
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have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the disk device of Shinobu into the 
access protecting IC card of Shinji in order to prevent incorrectly 
enciphered data from being written to the IC card. 

4. Claims 6-9 and 22 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Shinji in view of Shinobu, further in view of Ashe (U.S. Patent 6,282,651). 
Regarding Claim 6, 

Shinji discloses a production method for an electronic apparatus 
comprising a board having a separable region, the board being mounted 
with a CPU, an electrically alterable nonvolatile storage device, and a 
connector (Figure 1 and Abstract), wherein: 

When the region is not separated yet, data read out of the storage 
device can be transferred to the CPU, and by connecting an external 
apparatus to the connector and directly controlling an internal logic circuit 
of the CPU, the CPU can be caused to output data to the storage device 
(Abstract); and 

When the region is separated, data read out of the storage device 
can be transferred to the CPU, but the CPU cannot write data to the 
storage device (Abstract), 

The production method comprising: 
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A writing step in which by connecting the external apparatus to the 
connector and directly controlling the internal logic circuit of the CPU, the 
CPU is caused to output data to the storage device (Abstract); and 

A separating step of separating the region after the writing step 
(Abstract); 

But does not disclose a relaying device for connecting at least one 
terminal of the connector to at least one terminal of the CPU, a detection 
device for detecting whether the region is separated or not, and a 
scrambling device capable of scrambling data before writing it to the 
storage device and descrambling data being read from the storage device. 

Shinobu, however, discloses a relaying device for connecting at 
least one terminal of the connector to at least one terminal of the CPU and 
a detection device for detecting whether the region is separated or not, 
and that, when the region is separated, data cannot be written to the 
storage device (Figure and Abstract). It would have been obvious to one 
of ordinary skill in the art at the time of applicant's invention to incorporate 
the disk device of Shinobu into the access protecting IC card of Shinji in 
order to prevent incorrectly enciphered data from being written to the IC 
card. 

Ashe, however, discloses a scrambling device capable of 
scrambling data before writing it to the storage device and descrambling 
data being read from the storage device (Column 2, line 36 to Column 3, 
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line 61). It would have been obvious to one of ordinary skill in the art at 
the time of applicant's invention to incorporate the encryption device of 
Ashe into the access protecting IC of Shinji as modified by Shinobu in 
order to increase the security of the data stored in memory. 
Regarding Claim 22, 

Claim 22 is an apparatus claim that is broader than production 
method claim 6 and is rejected for the same reasons. 
Regarding Claim 7, 

Shinji discloses that the relaying device, the scrambling device, and 
other circuits essential to the operation of the electronic apparatus are 
contained in a single semiconductor device (Abstract). 
Regarding Claim 8, 

Shinji discloses that all of the components of the apparatus are 
sealed in such a manner that, when mounted on the board, terminals of 
the central processing unit and the semiconductor device cannot be 
touched from outside (Figure 1). 
Regarding Claim 9, 

Shinji as modified by Shinobu and Ashe discloses the production 
method of claim 6, in addition, Shinobu discloses that when the region is 
separated, a line used to transfer all write signals, which include a write 
strobe signal, from the CPU to the storage device is disconnected 
(Abstract). 
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5. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Shinji in 

view of Eng (U.S. Patent 6,365,833). 

Shinji discloses at least one connecting line connecting between the CPU 
and the connector and that the connector is formed in the inside (Figure 1 and 
Abstract), but does not disclose that the board is a multi-layer board of at least 
four layers. 

Eng, however, discloses that the board is a multi-layer board consisting of 
at least four layers (Column 3, lines 18-31). It would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to incorporate the multi- 
layer circuit board of Eng into the access protecting IC card of Shinji in order to 
increase security of the information on chip by preventing malicious entities from 
illegally obtaining information from the chip by disassembling it. 



6. Claims 13 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Shinji in view of Shinobu, further in view of Eng. 
Regarding Claim 13, 

Shinji as modified by Shinobu discloses the production method of 
claim 4, in addition, Shinobu discloses a line used to carry a detection 
signal indicating whether the region is separated or not (Figure and 
Abstract) and Shinji discloses that the components are formed in an inner 
layer (Figure 1 and Abstract); but Shinji as modified by Shinobu does not 
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disclose that the board is a multi-layer board consisting of at least four 
layers. 

Eng, however, discloses that the board is a multi-layer board 
consisting of at least four layers (Column 3, lines 18-31). It would have 
been obvious to one of ordinary skill in the art at the time of applicant's 
invention to incorporate the multi-layer circuit board of Eng into the access 
protecting IC card of Shinji as modified by Shinobu in order to increase 
security of the information on chip by preventing malicious entities from 
illegally obtaining information from the chip by disassembling it. 
Regarding Claim 16, 

Shinji as modified by Shinobu discloses the production method of 
claim 4, in addition, Shinobu discloses at least one connecting line 
connecting between the CPU and the relaying device (Figure and 
Abstract) and Shinji discloses that the components are formed in an inner 
layer (Figure 1 and Abstract); but Shinji as modified by Shinobu does not 
disclose that the board is a multi-layer board consisting of at least four 
layers. 

Eng, however, discloses that the board is a multi-layer board 
consisting of at least four layers (Column 3, lines 18-31). It would have 
been obvious to one of ordinary skill in the art at the time of applicant's 
invention to incorporate the multi-layer circuit board of Eng into the access 
protecting IC card of Shinji as modified by Shinobu in order to increase 
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security of the information on chip by preventing malicious entities from 
illegally obtaining information from the chip by disassembling it. 



7. Claims 14 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Shinji in view of Shinobu and Ashe, further in view of Eng. 
Regarding Claim 14, 

Shinji as modified by Shinobu and Ashe discloses the production 
method of claim 6, in addition, Shinobu discloses a line used to carry a 
detection signal indicating whether the region is separated or not (Figure 
and Abstract) and Shinji discloses that the components are formed in an 
inner layer (Figure 1 and Abstract); but Shinji as modified by Shinobu and 
Ashe does not disclose that the board is a multi-layer board consisting of 
at least four layers. 

Eng. however, discloses that the board is a multi-layer board 
consisting of at least four layers (Column 3, lines 18-31). It would have 
been obvious to one of ordinary skill in the art at the time of applicant's 
invention to incorporate the multi-layer circuit board of Eng into the access 
protecting IC card of Shinji as modified by Shinobu and Ashe in order to 
increase security of the information on chip by preventing malicious 
entities from illegally obtaining information from the chip by disassembling 
it. 

Regarding Claim 17, 
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Shinji as modified by Shinobu and Ashe discloses the production 
method of claim 4, in addition, Shinobu discloses at least one connecting 
line connecting between the CPU and the relaying device (Figure and 
Abstract) and Shinji discloses that the components are formed in an inner 
layer (Figure 1 and Abstract); but Shinji as modified by Shinobu and Ashe 
does not disclose that the board is a multi-layer board consisting of at 
least four layers. 

Eng, however, discloses that the board is a multi-layer board 
consisting of at least four layers (Column 3, lines 18-31). It would have 
been obvious to one of ordinary skill in the art at the time of applicant's 
invention to incorporate the multi-layer circuit board of Eng into the access 
protecting IC card of Shinji as modified by Shinobu and Ashe in order to 
increase security of the information on chip by preventing malicious 
entities from illegally obtaining information from the chip by disassembling 
it. 

8. Claims 19 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Shinji in view of Shandle (Shandle "The Silent Advantage", Electronics, 12/1991, 
pp. 30 and 32, obtained from 

http://proquest.umi.com/pqdweb?did=1628860&sid=2&Fmt=2&clientld=19649&RQT=30 
9&VName=PQD). 

Regarding Claim 19, 
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Shinji does not disclose that the CPU is an IEEE 1149 compliant 
device. 

Shandle, however, discloses that the CPU is an IEEE 1 149 
compliant device (Pages 30 and 32). It would have been obvious to one 
of ordinary skill in the art at the time of applicant's invention to incorporate 
the boundary-scan testing of Shandle into the access protecting IC card of 
Shinji in order to allow the IC to be easily tested and debugged via a 
standard interface. 
Regarding Claim 25, 

Shinji does not disclose that the CPU is an IEEE 1 149 compliant 
device. 

Shandle, however, discloses that the CPU is an IEEE 1 149 
compliant device (Pages 30 and 32). It would have been obvious to one 
of ordinary skill in the art at the time of applicant's invention to incorporate 
the boundary-scan testing of Shandle into the access protecting IC card of 
Shinji in order to allow the IC to be easily tested and debugged via a 
standard interface. 



Allowable Subject Matter 

9. Claims 10-12, 15, 18, 23, and 24 are allowable if the objections stated above in 
regards to claims 10 and 12 are overcome. The following is a statement of reasons for 
the indication of allowable subject matter: 
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The closest prior art discloses that which is in independent claims 1 , 4, 6, 20, 21 , 
and 22, but independent claims 10, 23, and 24 include the additional limitation that the 
encryption algorithm is changed at the time of separation. The mere use of multiple 
encryption algorithms within the system would not be deemed allowable, but the fact 
that the encryption algorithm is changed, in this particular apparatus, at the time the 
separable portion of the board is separated from the rest of the board, makes the claims 
allowable over the prior art. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey D. Popham whose telephone number is (571)- 
272-7215. The examiner can normally be reached on M-F 9:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571)272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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